CL 96 Do You Know How Your Phone Works?

ROMAN MARS: It is Tuesday, August 25th, at one o'clock p.m. as we record this. What
are we going to be talking about today?

ELIZABETH JOH: Roman, let's talk about lobsters.
ROMAN MARS: Okay!

ELIZABETH JOH: So Maine is the largest lobster catching state in the country, and the
industry is subject to joint state and federal oversight, okay? So the Federal Atlantic States
Marine Fisheries Commission--that's quite a mouthful--comes up with a fishery
management plan to make sure that there's a balance between conservation and
commercial fishing. The state of Maine's Department of Marine Resources comes up with
a set of regulations to implement the federal management plan. That's how there's a state
and federal partnership. And in 2022, a new addition to the American lobster fishery plan
required all lobster boats to install GPS tracking devices that would track boats' locations
at all times, even when boats weren't being used for catching lobster.

Now, Frank Thompson, who's a fifth-generation lobsterman, and four others sued the state
in federal court. They argued that the government's required installation of a 24/7 tracking
device on their boats violated their constitutional rights, specifically the Fourth
Amendment's right to be free of unreasonable searches. The federal appeals court did not
accept Thompson's argument that he was being subjected to what he called "Orwellian
nonstop government surveillance." But in June, the United States Supreme Court decided
a case that might give the lobsterman one more opportunity to make his case, all because
of how the police successfully identified the person responsible for the robbery of a credit
union in 2019. What does a case about the robbery of a credit union have to do with a
lobsterman? Potentially quite a lot. Time to find out.

ROMAN MARS: Let's do it.

This is What Trump Can Teach Us About Con Law, an ongoing series of indeterminate
length and sporadic release, where we look at lobsters, bank robberies, and what we really
understand about our cell phones and use them to examine our Constitution like we never
have before. Our music is from Doomtree Records, our professor and neighbor is
Elizabeth Joh, and I'm your fellow student and host, Roman Mars.

ELIZABETH JOH: So, Roman, | wanted to talk about a case from the Court's last term
that didn't really receive anything like the attention that was given to cases like the
birthright citizenship case or Trump's firing of the FTC commissioner, Rebecca Slaughter,
or state bans on transgender athletes. It kind of went under the radar. So we're going to
talk about a case called Chatrie. And for that, we need a very brief review of the Fourth
Amendment. Ready?

ROMAN MARS: Okay, let's do it.
ELIZABETH JOH: Okay, so the Fourth Amendment of the Constitution tells us that the

government cannot conduct what the Constitution says are "unreasonable searches and
seizures." In fact, let me read the amendment because it's so short, right?



"The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized."

So, the next question you might wanna know is, since | said what's important is the
unreasonable search or seizure issue, well, what is an unreasonable search or seizure?
Well, if you have a couple of weeks or a couple months, | could tell you because there are
literally thousands of pages of judicial decisions and academic writing devoted to that
question. You can take a whole course on it actually. You'll actually probably need two
courses on it, right? So for now, let me just give you the basics that you need to
understand in order to understand the Chatrie decision from last term, okay?

So, first of all, what is a search? Well, when the government obtains information from you,
whether it's in a criminal investigation or really for any reason, whether it has to follow what
the Fourth Amendment requires depends on whether the government's actions qualify as
what the Supreme Court would consider a search under the Fourth Amendment. So that's
a very specific legal definition. It's not like our common sense idea of what a search is,
right? So the Supreme Court has issued a lot of opinions that try to define what that
means, but for our purposes today, we can settle on a definition from an important case
from 1967 called Katz versus the United States. And in that case, the Supreme Court
decided that a search occurs when the government intrudes upon what's called a
"reasonable expectation of privacy." That's the test. It's a pretty important standard.

So, the second important part of the background--the Fourth Amendment has a
presumption that the government, when it is engaged in a search, is supposed to get a
warrant. Think of that as, like, judicial authorization when it wants to collect that
information. And a warrant is supposed to have probable cause; that's the standard that
the government has to use in order to justify why it wants to engage in a search. That's the
basic vocabulary, a reasonable expectation of privacy, probable cause, and warrants,
right?

ROMAN MARS: | think it's funny that the definition of "unreasonable" uses the word
"reasonable” inside of it. You know what | mean? Reasonableness is a strange thing that
we sort of come to a lot in the Constitution and our laws.

ELIZABETH JOH: And it doesn't come with any definition either, so we're sort of left to
think, "Well, it seems unreasonable to me." But unfortunately, it's not left to any of us
individually, right? Okay, so now the Chatrie case involves the government's use of a
geofence warrant.

ROMAN MARS: So what is a geofence warrant?

ELIZABETH JOH: Okay, well, in a normal warrant, like the run of the mill warrant situation,
the government is saying something like, "We want to search this person's home in order
to find out whether or not there's evidence there in this investigation we're conducting." If
that's the normal warrant, a geofence warrant goes in reverse. With a geoffence warrant,
the government says, "Well, all we know is that a crime happened in this place around this
time. And that's all we know." And that's where Google actually comes in because, yeah,
almost everyone has a cell phone, right? And a huge percentage of people use Google in
some way, whether you're using it as a search engine or you're using Google Maps or
Google Calendar. We're all, unfortunately, sort of captured by this giant tech monopoly.



Now the important feature for this case is Google's location history, which was introduced
in 2019. And it helps you, the user, see where you've been. I'm going to get into some nitty
gritty here--the details--but they're important for us to understand what the Supreme Court
was talking about. So, location history is something that you turn on as a user. So as soon
as you set up a Google account on your phone, Google would prompt you to turn it on and
would keep prompting you as you move through the different apps that Google provides to
users, like Google Maps, photos, assistance, everything, right? And then once the user
turns location history on, it's just on for your device, period.

ROMAN MARS: | mean, | tend to not turn those things on or turn them off. What is the
benefit of that?

ELIZABETH JOH: Well, as a user, you kind of get a little record of your life. So if you're
curious, like, "Well, where's that restaurant where | had dinner with my friends two weeks
ago? | can't remember where it is or what it was called..." "What was the last time | was at
my best friend's house?" Well, location history, as a feature, can bring that up for you. So
it's basically a timeline of everywhere you've been since almost everyone carries their cell
phone with them everywhere they go. That's why it's useful to the user. And location
history is also incredibly useful for Google. It drives the company's multi-billion dollar
advertising business, right? So location helps tailor the ads that users see. So I'm sure
everyone's had this phenomenon where they're like, "That's weird. Why am | seeing this
very specific ad when I've just driven by the store?" It's that sort of feature. Like, it helps
tailor the ads that you'll see with your phone.

When Google established location history, it made the choice to store all of that location
history--and that's millions of users--in a set of company servers called Sensorvault. Of
course, it has this really strange, creepy name. And Sensorvault isn't a pool of everybody's
data mixed together. It's more like a set of millions of storage lockers or file cabinets, one
for each user. So that's really important, okay? And because everybody has a cell phone
and, let's face it, everybody uses some kind of Google related app on their phones--most
people do anyway--location history, if it's turned on, is a very attractive source of
information to the government when it's investigating crimes. And keep in mind, that's not
why Google set it up. But it just so happens that, because there's so much location
information, it's really helpful when you're trying to figure out who committed a particular
offense. So, remember with the geofence warrant, the government has no suspect at all.
It's just they know that there's a crime that occurred. They know where it occurred. They
know about when it occurred within some window of time. So with the geofence warrant,
what the government is doing is it asks Google, right? They say to Google, "Tell us which
cell phones were in that place and at that time." So some people call this a reverse
warrant, actually, because it doesn't work like traditional or conventional warrants. We
don't actually know who we're looking for. We're just thinking that there's gonna be one or
more cell phones that might help us figure out who committed the crime at that time and
place.

Now, Roman, you and | have actually talked about geofence warrants before, a couple of
years ago, and that was related to the January 6th attack on the Capitol, right? So,
remember on that day, hundreds of people were involved in violently attacking the Capitol
on the day that the House and the Senate were supposed to officially count and certify the
Electoral College win for Biden for the 2020 election. And of course, the rioters didn't
succeed exactly. They didn't shut down the certification, but they did delay it for hours.
They fought with police. They seriously injured dozens of people. But remember that most
of these rioters--and keep in mind, they're all breaking the law because, at a minimum,



they're not supposed to be there on that day--they left, right? Most of them were not
arrested that day. One technique that the government used to identify the rioters was
through geofence warrants. And we don't know that because the federal government
announced that they were doing so. We just had some really enterprising journalists who
kind of combed through the court filings and said, "This kind of seems like a geofence
warrant." So, for instance, some filings said something like, "We obtained records through
a search warrant served on Google." Now, assuming that that was correct--and | think it's
pretty clear that it was--the method the government used was, remember, everybody there
on the day of the attack was either supposed to be there because they're a senator or a
house representative or they're staff or security, and everybody else wasn't supposed to
there. So it was pretty easy through process of elimination. If you identify everybody--all of
the devices that are in the Capitol on January 6th--you go through a process of elimination
to figure out who was not supposed to be there.

ROMAN MARS: Yeah. That makes sense.

ELIZABETH JOH: But January 6th was kind of an unusual situation, but we don't usually
have crimes like that of that nature, where you can so clearly identify either you're a
criminal or you're not, right? So, if we backtrack from what we know now, the first geofence
warrants were served on Google in 2016, but then the technique really took off. And so by
2020, Google received something like 11,000 geofence warrants because, remember, you
know, once one law enforcement agency says, "Hey, this is pretty useful," everybody
catches on and they start serving these warrants on Google. And that's because the sheer
amount of location data on so many users--ordinary cell phone users--it's just a really
tempting source of information. And again, that's the case, even though Google never
intended that this would be a kind of law enforcement database. They were just doing it for
their own advertising revenue.

ROMAN MARS: So did people challenge this? Like, how did this sort of shake out once
they realized that this was a gigantic police database and not an advertising shoes
database.

ELIZABETH JOH: Yeah, so the answer is that, yes, criminal defendants who realize, "Oh,
this is how | was identified," would raise arguments saying that this is not a constitutional
warrant. "You didn't even know who | was. You're basically going on this giant fishing
expedition because Google has generated this enormous pool of data." And Google's just
kind of allowing the police to kind of go through this giant pool of data, just scooping up
everybody, not just the people who might be suspected of a crime, even people who just
happened to be in the place and the time around the time of the events of any particular
offense.

ROMAN MARS: So this was a Supreme Court case, you said?
ELIZABETH JOH: Yep.
ROMAN MARS: And what were the specifics of the case where they got involved?

ELIZABETH JOH: Yeah, so the case is called Chatrie. And in order to understand what
the Court did in 2026, we need to take a step back actually, eight years to 2018. And that
is because the Supreme Court then decided a case called Carpenter versus the United
States, okay? So, in Carpenter, the police were investigating a group of robberies of Radio
Shack stores. And in this investigation, the police identified Timothy Carpenter as a



suspect. So they thought, "Well, he might be involved." So how could they tie him to the
crimes? Well, through his cell phone because, every time we have our cell phones, our cell
phones are trying to contact the local cell tower or sometimes called "cell site" everywhere
we go. We wouldn't like our cell phone if they never had any connection. So these
constant pings to local cell towers allows us to use our phone. And that happens several
times a minute. And it also happens that that is location information because you're
moving through the world, trying to connect to the local cell tower. Now, cell phone
companies keep records of all of those data points about our location. They do it for their
own business reasons. They're not doing it to help the government. They just do it for their
business reasons.

Now, in Carpenter's case, the government said, "We would like to get Timothy Carpenter's
location data. Where was he during the time these robberies took place?" The amount in
dispute was about seven days' worth of location data. And the main question the Supreme
Court addressed in that case from 2018 was whether... When the government obtained
records from the cell phone company, was that considered a search under the Fourth
Amendment? And that matters because, if it was a search, then a warrant would be
constitutionally required. You can imagine that the government's argument was, "No, it's
not a search." So the Carpenter decision is a very important case for the Fourth
Amendment and the government's use of technology. In that case, the Supreme Court said
yes. When the government got ahold of Carpenter's location data from his cell phone
company, what we call "historical cell site location information," that qualified as a search
under the Fourth Amendment. And now what makes Carpenter such an important decision
is that the Supreme Court, in that case from 2018, recognizes that some technologies are
so different that they fundamentally alter the government's abilities in a way that we need
more constitutional protection because, of course, we could have individual police officers
follow us around all the time. But they just don't because they can't, right? But if the cell
phone company is doing that all the time anyway, because they're collecting that
information, well, that changes the capability of the police. And the Supreme Court's
essentially saying, in the 2018 case, "We got to do something about that."

So, the location data coming from every cell phone tower that connects to your cell
phone--the kind of information we're talking about in the Carpenter case--for the Supreme
Court, that was a pretty scary prospect because the government essentially can make a
timeline of everywhere you've been if it wants to. And there was no real sense, according
to the Supreme Court, that Timothy Carpenter or any one of us volunteers this information
to the phone company. Your cell phone basically automatically generates this information.
And in 2018, the Supreme Court said that carrying a cell phone is indispensable to
participation in modern society. So, practically speaking, from the 2018 case of Carpenter,
the Supreme Court decided that when the government obtains at least seven days of cell
tower location information, that's constitutionally protected. It doesn't mean that the
government can't get it, but they have to follow the requirements of what the Fourth
Amendment obligates them to do.

ROMAN MARS: Right. It's a real search, so it has to have a warrant associated with it.

ELIZABETH JOH: Exactly right. But you know, Carpenter's a big case. It's a watershed
case. The Supreme Court's really never said anything like this before. But it opens up all
kinds of questions. What if the information is less than seven days? Does that count? Is
that protected? And what if the information isn't, like, your cell site location information?
What if the information we're talking about is generated because of something that a user



did, like click a button or accept the terms of something? Is that different? So Carpenter
doesn't really answer these questions. So now it's time for our 2026 case.

ROMAN MARS: [CHUCKLING] Okay.

ELIZABETH JOH: So, in 2019, the police in Virginia applied for a geofence warrant. They
were investigating the robbery of a credit union in Virginia. Someone had presented the
teller with a demand note, and that person left on foot with $195,000. It's your kind of
typical bank robbery, right? So from witnesses and surveillance video, the police figured
out that whoever this was had arrived at the credit union from a nearby corner where there
was a church. And he seemed to have been talking on a cell phone. They still don't know
who he was though. So what did they do? They got a geofence warrant. The geofence
warrant proposed to Google, "Here is a circle with a radius of 150 meters." That is a
diameter of 300 meters, which is longer than three football fields. So, the warrant asked
Google to look for every device within that area for a time period of about 30 minutes
before the robbery and 30 minutes after. So they're saying, "Here's a time and a place,
Google. Tell us every cell phone that was there at the time."

ROMAN MARS: So how did they find their suspect in this case?

ELIZABETH JOH: First of all, they don't know at the beginning, right? So they have no
idea who he is. They get the geofence warrant. And a geofence warrant essentially scoops
up everybody within this virtual perimeter, every single person. The way that geofence
warrants work is they necessarily are going to scoop up innocent people--people who just
happened to be there. And that could be a couple of people. It could be dozens of people.
It could be hundreds of people. It could be thousands of people. And part of the reason |
say that is because there isn't any rule about how big or small the geofence can be. So
Google itself submitted a legal brief to the Supreme Court and provided us with some
really interesting examples. In one investigation, a geofence covered two and a half
square miles in San Francisco for two and a half days. | mean, you and | live here. That's a
lot of people, right? That's looking through the location of, like, thousands of users. And
the vast majority of them have nothing to do with any particular crime.

ROMAN MARS: Yeah, totally.

ELIZABETH JOH: In another investigation, a geofence warrant looked for location history
in an area covering 489 acres in Albuquerque, in New Mexico. That also presumably could
have covered thousands of users. So the size and scope of the circle in terms of time and
place has been left essentially to the government, okay? So that's, like, what could
happen. But let's go back to Chatrie, the credit union robbery. So, when the police serve a
geofence warrant on Google--and | keep talking about Google because this is really just
about Google--Google has refused initially to simply hand over-- Like, "Here's everybody."
They've said, "We don't believe that that's enough in terms of protecting user privacy." So
instead Google, a tech company, not the government, has developed a three-step process
that the police have to follow in the case of geofence warrants.

So, at step one, Google turns over records about all the devices that are within that
geofenced area, but it's kind of an anonymized list of phones. "Here's a bunch of phones,
and we're not going to tell you who they are." So, at step two, the government's supposed
to look at this list and then say, "Okay, here's a smaller number of devices that we're really
interested in." It's not really clear how the police have to do this, but presumably they look
at the pattern of activity or something. If somebody is in an apartment and they're there for



three hours, they're probably just asleep or watching TV or something. But you'd want
something closer to suspicious activity. Then there's step three. At step three, the
government pairs down the list even further after getting some back and forth with Google
to a very small number of cell phones that they're interested in. At that point, Google then
reveals the identity of those users, like everything they know about these users.

Again, this is a procedure developed completely by a company, Google, not the
government, which is by itself pretty weird. And Google has demanded that every law
enforcement agency that serves a geofence warrant on them follows this process. So,
unsurprisingly, the investigators of the credit union robbery in Virginia follow these
procedures. At step one, Google identified 19 users. Investigators then asked for more
information on nine of them during a two-hour period. We don't know why--how they pick
those people. And then finally, in the last step, investigators asked Google to give them
information on three users. One of those users was a man named Okello Chatrie, who was
eventually charged with the robbery.

ROMAN MARS: It seems like there's a lot of potential issues here, and so what did the
Supreme Court focus on in this case?

ELIZABETH JOH: Yeah, tons of potential issues. Remember the Supreme Court decided
in 2018 that when the government obtains cell phone location information from a person's
cell tower connections, that is a search under the Fourth Amendment that presumptively
should require a warrant. But that's kind of different because, in that kind of a case, the
government starts with a suspect. They said, "We think you're possibly involved here. We
want to find out more about you." But there isn't such a suspect in a geofence warrant. In
fact, the government has no idea who the suspect is. So there are all kinds of questions. Is
the warrant itself specific enough when they say, "We don't know who we're looking for?" It
might be considered too vague or too broad. If the government isn't even looking for any
one person in particular, could we even call that a warrant? And does demanding that a
company go through its user records even qualify as a search under the Fourth
Amendment? All of these questions were kind of swirling around when the Supreme Court
decides to take this case. So in Chatrie, the U.S. Supreme Court decided it wouldn't
address questions about the form or the content of the warrant. Instead, it zeroed in on just
the most very basic question: When the government does this, does it qualify as search
under the Fourth Amendment? And, spoiler, the answer is yes. The Supreme Court
decided this is a search and Chatrie has Fourth Amendment rights in the location
information sought in the geofence warrant.

ROMAN MARS: So what was the government's argument that this wasn't a search?

ELIZABETH JOH: Well, let's look at two arguments that the government made. The first
one is that the Government argued, "You don't have any constitutional rights when the
government is trying to get a small amount of location information about you." Remember
here, there's just basically a two-hour window of time where they're looking for location
history data from Google. Now, in the 2018 case, the Carpenter case, remember the
Supreme Court had said, "Look, you have constitutional rights in your location information
every time your cell phone pings the local tower when the government collects at least
seven days of information." So in the Chatrie case, the government said, "Well, this is
totally different. It's just two hours. It's not even close to seven days, right?" Now, second,
the government also argued that, unlike the defendant in the Carpenter case, Chatrie was
a user who decided to turn on location history. Roman, you just said you don't have it on,
right?



ROMAN MARS: Yeah.

ELIZABETH JOH: So the government's like, "Look, he didn't have to turn it on." But once
you've decided to turn it on, you give up all of your information. How could you possibly
claim that you have privacy rights or constitutionally protected privacy rights when you
made that choice? The government says this is very different from your cell phone pinging
the local tower. You can't turn that off unless you just don't want to have a cell phone at all.
So since Chatrie chose to turn on location history as an aspect of being a user, he
volunteers to share that information--no rights. So the Supreme Court says that is wrong.
Chatrie's location information is protected, even during that two hour window. Even though
he decided to turn on location history and even though you don't need that to make your
cell phone work, the government's obtaining of that information qualifies as a search under
the Constitution.

ROMAN MARS: Yeah. This is because the Justices don't know how to turn off their
location stuff with Google. [LAUGHS]

ELIZABETH JOH: That's possibly right. | mean, it's a little tech heavy here.

ROMAN MARS: So why is this all that different? | mean, this just seems like they were
deciding slightly different nuances of the older case.

ELIZABETH JOH: Yes. At first glance, that's what it looks like. It does seem like, "Well,
isn't this just one of those incremental steps that the Supreme Court takes that extends an
existing decision---that's the 2018 decision in Carpenter--just a little bit?" But | think that's
wrong. And | think a lot of people who look at the Fourth Amendment agree with me here. |
think Chatrie is a very big blockbuster opinion masquerading as a less important one. So
let me tell you why. Okay, in the Chatrie case, the Supreme Court focuses on the nature of
the information the government's looking for. So you might think, "Well, this is just location
information. Who cares? It's the location of someone who robbed a credit union." But we
don't think of the Fourth Amendment that way. We don't look at it, at the end of the day,
saying, "Well, here's the incriminating information that the government found." Instead,
what we do here is we consider how the government is collecting that information and
what kind of information the government might think it's getting, but not necessarily-- You
can't, like, end justify the search by saying, "See? This person was a criminal." So, Chatrie
is a big deal because there appears to be a shift in the Supreme Court's view that we
should focus on the kind of information the government is looking for, even more so than
the way the government collects it. And the Supreme Court didn't say that in 2018. In the
Chatrie case, the Supreme Court says, "The government should not have free access to
the most closely kept aspects of our lives."

ROMAN MARS: And what is the argument that just two hours of location information near
a credit union that was robbed qualify as that?

ELIZABETH JOH: For the Supreme Court, where you were two weeks ago, a month ago,
two years ago-- This is essentially a record of your life. The Supreme Court says that
location information is a personal journal of a user's movements. And this is really
important because the Court says that location history is like emails, documents,
photographs, or calendars. So this is not an argument about the quantity of information
that the government collects. It's an argument about two things: the quality or substance of
the information. It's private, and that means it's protected by the Fourth Amendment. The



second part that's important is that, even if it's just two hours, the government still has the
potential capacity to collect even more, maybe everything, even if it didn't do so in the
actual Chatrie case. So the Court actually calls this a "virtual panopticon," which sounds
sort of graduate schoolie, "with which to scrutinize its citizens' activities." It's really, really
important what the Court says here. Let me get to another part of the decision that, | think,
makes this a sleeper decision that's really important. Remember, the government said,
"Hey, Chatrie, you gave up your rights because you decided you wanted to turn on location
history." So | think that the response here is sort of, like, if something's important to you,
don't share it.

ROMAN MARS: Yeah. Yeah.

ELIZABETH JOH: And that's a long standing accepted premise of many Supreme Court
decisions. Like, if you voluntarily give up something, you've lost constitutional protections
in it. In fact, in cases from the 1970s, the Supreme Court has decided that if you share a
record with a third party--let's say you deposit a check with a bank--you're giving up your
rights to that. Essentially, you don't have Fourth Amendment constitutional rights because
you've given that up. And that is what the government said in Chatrie's case. Chatrie
clicked the button. He didn't have to. And the Supreme Court's response here is, "That's
wrong. That is just the wrong way to think about this." And they say, yes, it's literally true
that the user information was not in, let's say, Chatrie's file cabinet at home, but was stored
in Google servers, right? But the important thing here is that the Supreme Court says what
matters is what a user reasonably understands as his own. So, Roman, think about that. If
you ask the average person, "How does your cell phone work?" | think the answer is most
people are like, "I don't really know."

ROMAN MARS: Yeah, sure, sure.

ELIZABETH JOH: "Where are your photos?" "I don't really know." If you ask them, "How
does your email get sent?" there's usually no explanation. Most people do not have some
sort of computer scientist level of knowledge about what their apps do or how that
information is transmitted or maybe even where that information lives. So a sophisticated
user, like, understands exactly how these things work. And a sophisticated user
presumably could say, "Well, you know, all of this stuff lives on Google servers." It's not
really yours. But most of us actually don't really get that and really don't think about it that
way. We think, like, "Oh, those are my photos. Those are photos of my kids. Those are my
emails. This is my information about where | went." But in Chatrie, the Supreme Court
says, "The Fourth Amendment does not rest essentially on a computer scientist degree of
knowledge." Remember, here's the language again: "What a user reasonably understands
as his own." And what they're really telling us is that ordinary people think about even
location history--that button you click--that's theirs, even if it lives on Google servers. And
that's huge. That's a really big deal.

ROMAN MARS: It allows for... You know, if you're ignorant of the technology, therefore you
have a reasonable expectation of privacy because you don't know how this stuff works.

ELIZABETH JOH: Yeah, you don't really know how it works. And what the Supreme
Court's saying is digital is really different, right? Opting into location history isn't kind of like
whether you want to eat ice cream for dessert, like a real choice you think about and
maybe you decide not to do it or do it. What the Court says in Chatrie is that these kinds of
choices, whether to opt into location history or not, is what the Court calls "ordinary things
cell phone users do." So all of us do all of these things, and the Court's kind of telling us



that we all reasonably understand that that's our stuff, even if it doesn't technically live on
our phones, and even though it's not like having a file cabinet inside of our house.

ROMAN MARS: Yeah. This is another one that strikes me as the Justices see themselves
in this person because they do not know how this stuff works. They do not know how to
turn this stuff off. Like, they feel like they would be trapped in this, and therefore it is a thing
worth ruling on in this way.

ELIZABETH JOH: | think that's right. And even with that small amount of knowledge, they
kind of get or the majority kind of gets that there's something that has dramatically shifted.
And those traditional categories of, well, you know, when you clicked the button on the
terms of service, of course you knew that you were giving up rights to your location history
forever and Google could do whatever it wanted. | mean, the Court is really saying, "We
don't even know how our cell phones work. Why would we expect everybody else to know
how their cell phones work?"

ROMAN MARS: [CHUCKLING] They find some well of empathy here in this scenario.

ELIZABETH JOH: Exactly. So that's why, actually it's a huge decision for privacy rights
when it comes to the Fourth Amendment because we learned from Chatrie that, even
when you have a small amount of location information, because it can reveal so much,
that's protected by the Fourth Amendment, even if the government only actually collected
a little bit because they have the capability of collecting so much more. And if that
information is what we reasonably think of as our own in the course of being, like, ordinary,
non-expert cell phone users--like | just have a phone and it magically works and | don't
need to know why--that's protected, even if we actually give it up to big tech, even if those
companies actually have all that information.

ROMAN MARS: Okay.
[AD BREAK]

ROMAN MARS: One of the things that people seem concerned about is that innocent
people were caught up in the dragnet of this geofence warrant. But what is the actual harm
if you're just passing, like, anonymized data that they have to drill down on. What's the big
deal here?

ELIZABETH JOH: Yeah, so I'm so happy you talked about that because this argument,
the "I have nothing to hide" argument, is a common one that's brought up by the
government. It's like, "If you have nothing to hide, why can't we search your stuff?" So |
have two responses to that. One, we have just decided as a society that we have certain
guardrails against the government going as far as they'd like. | mean, we could have a
different society structured differently where the police--let's say--get to search everybody's
home once a week. If we did that, we'd solve a lot more crimes. But we don't accept that
because the cost is too much in terms of privacy, even if that means we don't solve as
many crimes. So we just have, built into the structure of our constitutional system, this kind
of restriction on the government, right?

And second, without enough guardrails, the temptation is that the police can use their
powers to harass people, to illegally punish people, and target people because the
government thinks they're unacceptable, maybe because of their race or religion or the
government doesn't like their views. It's happened a lot historically. And there's even a



recent example. We know from records that were disclosed from the prosecution of a
group of anti-ICE protesters in Minnesota, that federal agencies were spying on
community activists in Minnesota. They were protesting aggressive immigration
enforcement by ICE in the state. And they ran surveillance, even on a group of
churchgoers. They had federal agents who went undercover and looked around at these
meetings. And they even took license plate pictures of the people who were at the church
and meeting. Then they dug up information that they could about who was at these
meetings. And if these protesters have no constitutional protections whatsoever, in that
scenario, the government can be free to collect whatever they want and do whatever they
want. But in general, the premise about the Fourth Amendment is we generally don't like
that. We don't like the idea that the police or the government more generally has no
restrictions whatsoever--that they have full rein to do whatever they like. So the Fourth
Amendment exists as a kind of constitutional guardrail for everybody, whether you've got
nothing to hide as the government likes to say or not.

ROMAN MARS: So what does this mean for other situations? There are cameras
everywhere. People are captured all the time doing things. And maybe they expect
privacy, maybe they don't. The implications just seem to be really wide-ranging.

ELIZABETH JOH: Exactly. Roman, are you familiar with Flock?
ROMAN MARS: [CHUCKLING] Yeah, | am familiar with Flock.

ELIZABETH JOH: Flock is a multi-billion dollar company that supplies license plate
readers to police departments. So they have contracts with about 40% of all police
departments in the United States. And if you're not familiar, a license plate reader system
like Flock's works like this. You have a network of cameras that can be set up in public
places. They can be set up even on police cars. And these cameras take pictures of every
license plate that drives by, whether the police are interested in any particular car or not.
And an algorithm sort of detects the plate and then reads the numbers from the plate. And
that information is then just stored in a big database, right? So from the police perspective,
they say, "Hey, these systems help identify stolen cars and when they want to look for a
particular suspect on the run--something like that." Now, license plate reader technology
has been around since the 1970s. But like other technologies, what matters now is just the
scale and the scope and the sophistication. In the '70s, you have cameras, but they're not
very good. They don't capture every plate. And then where do you store all this stuff? It's
very expensive because it was the 1970s. But today, all of that technology is a lot more
sophisticated. So, one police car with a camera can capture, like, 2,000 plates an hour.

ROMAN MARS: Yeah.

ELIZABETH JOH: And then companies like Flock say, "We'll store all this data for you."
And storage costs are pretty cheap. And then once you have all this information in the
cloud, then other law enforcement agencies can tap into that if they want to, right? So,
Flock isn't the only company that provides license plate readers to the police, but it's
attracted a lot of controversy because it's been really aggressive in its expansion. And the
way this works is that a local police department will contract with Flock to use its
technology. And people are starting to see that there's a lot of opposition to flock systems
in many communities around the country. So there have been, like, videos of people going
to community meetings and saying, "We don't want these cameras in our community."
They want to get their local police departments to end these contracts. And people are
upset because they essentially see this as nonstop, 24-hour surveillance in their



communities. And it's not just the cameras so much as it is the idea that you have this vast
searchable database. You know, police agencies share this information with others around
the country. And it hasn't helped the company that there have been a number of these
controversial uses by Flock when it comes to individual officers doing things they're not
supposed to be doing, like using Flock to stalk ex-wives or ex-girlfriends. In other places,
like in LA, cities have suspended their contracts with Flock because they're worried, like,
"If this is a vast tappable database, well, we don't want federal immigration officials tapping
those databases to come after our neighbors and family members."

ROMAN MARS: For real, yeah.

ELIZABETH JOH: So why am | talking about this? What is a new potential tool for Flock
opponents? The Chatrie case. So the argument could run something like this. License
plate readers can give you a timeline of everywhere a person has been over a period of
days or weeks or months. And even one snapshot of your license plate can be pretty
revealing. In a place where abortion is illegal, what if your car is seen near an abortion
clinic or a suspected abortion clinic? Or if the government thinks you're somehow
subversive or a whistleblower they don't like, they capture your plate at a reporter's office.
Or whatever the reason may be, should that be available to the police just by clicking a
button? So, don't license plate readers implicate what the Court says in Chatrie that "no
government official should have free access to the most closely kept aspect of their lives?"
So, I'm not suggesting that this is an obvious case. But after Chatrie, you won't be
surprised to see that people will start to raise the argument that even license plate reader
systems are perhaps... There are protections here for people because of what the
Supreme Court has decided.

ROMAN MARS: So does that mean that this is all related to just location data, or is there
more implications here?

ELIZABETH JOH: So that's a big unanswered question by the Chatrie decision. So, if you
ask the Supreme Court, presumably they say, "This is a location data decision." So we all
understand, like, your cell phone is gonna leave a trail of location points everywhere you
go. If you turn on location history with Google, that's going to leave a trail of location
points. But if you think about it, doesn't almost every piece of information we create today
have some kind of location tag to it? And doesn't it exist in a way that the government
could mass collect it if it wanted to. So, | mean, you can think of all kinds of potential
technologies. Well, what about facial recognition technology? If | snap a picture of your
face, Roman, at this street, that's a piece of location information. | mean, it's a picture of
your face. But then | also know where you were at a particular time. And since Chatrie
says that it's not so much about the amount of information, so much as the nature of the
information and the government's capability of collecting it in this massive scale, well, what
if we just get two shots of your face at two different corners or just one shot of your phase?
So, a lot of stuff is like this. Does Chatrie protect everything we hand over to technology
companies? What about our fithess data? Justice Alito, who dissented in Chatrie,
unsurprisingly, said, "What about Amazon purchase histories? What about things that you
pay for on Venmo?" They're pretty revealing too, potentially, in a criminal investigation. We
could say that they're perhaps tagged locationally. Or maybe it's not even really a location
data decision at all. Maybe Chatrie is a much bigger case than that and is really the
Supreme Court saying, "Technology is so far beyond what ordinary police could have done
in the 20th century that we're really drawing a new line." And it's not just about things that
are exactly like location history in Google. It's about a lot of different kinds of data. We're
helpless in a way. In order to live a modern life, you have to hand over all of this



information to all of these other third-party technology companies. So there's one reading
of Chatrie, which is like, "Wow, this is really a digital privacy case, not just a locational data
privacy case."

ROMAN MARS: Yeah. That makes sense to me that it would be broader than that
because that's a whole other aspect that | don't understand, in addition to location. Like, |
would expect the privacy of my purchases or whatever, too.

ELIZABETH JOH: Yeah, like, where's my Venmo transaction going? | don't know.

ROMAN MARS: | mean, it sounds like it seems just as confounding. So why is it not part
of this sort of collection corpus of data? You would not expect to be located anywhere else
and that it would be yours, not somebody else's, basically.

ELIZABETH JOH: Yeah, and | think a lot of litigants in cases will focus on the Supreme
Court's specific use of what a user reasonably understands, right? Like, we don't have to
be technology experts in order to get Fourth Amendment protections. We can just be living
our lives with the stuff that the technology companies sort of foist on us, and then of
course we essentially have no choice but to use these services and devices. And the
Supreme Court seems to be saying, "That's okay. You don't have to be a technology
expert to get constitutional protections. You can just be doing the things that ordinary cell
phone users do." And that's why that potentially large scope of Chatrie means that it could
apply to lots of other cases potentially. We should expect that the lobstermen's
lawyers--the case that we began with--their case isn't over yet. | would expect that they're
gonna rely on the Chatrie decision to argue the boat's location data should be protected
under the Fourth Amendment because, remember, in that case, lobstermen now have to
use a tracker on their boats 24 hours a day, seven days a week, even when you're not
technically commercially fishing for lobster. So you can see how that raises an issue from
the Chatrie decision. Like, can we really say that Thompson, a lobsterman, volunteered to
be monitored by the government 24 hours a day, even though Okello Chotri did not,
according to the Supreme Court, whether he's fishing or using his boat to just be on the
water with his family? | don't think the answer is obvious because the government has
important interests too. The reason why they did this is not to be mean to Thompson. They
have other objectives. They want to protect endangered species. They want to make sure
that the waters are not overfished. In the case of the lobstermen rule, they were worried
about protections for right whales in the Atlantic Ocean. So it's not like the government has
no reason at all for this kind of surveillance. But | think Chatrie kind of opens up this new
chapter where you'll see more people saying, "l should have protections here." And the
government will have a higher burden in saying, "Well, this isn't totally different than what
the Supreme Court has decided in the Chatrie case."

ROMAN MARS: Yeah. | mean, the lobsterman thing also seems like another opt-in as part
of his trade or his trade organization or his licensure requires the GPS and therefore that's
a voluntary thing, in some way, because he could not be a lobsterman.

ELIZABETH JOH: But that's almost as silly as saying you could not have a cell phone. |
mean, there are so many things where people are like, "But | have to live this life." And so |
think what the Supreme Court's really doing in Chatrie is sort of recognizing the choice is
not no constitutional privacy or be a luddite. There has to be some middle ground. | have
to use a device to work and to live and be a normal person, but that doesn't mean I've
somehow forfeited every privacy right I've ever had, unless | live a completely analog life.
And nobody does, right? Frankly, nobody can live an analog life anymore.



ROMAN MARS: Fair enough.

ELIZABETH JOH: So what | think you'll see is just a ton of new challenges after this case,
where people are concerned about government technology practices, where police
previously had said, "Well, of course we can do that. You're just out in the world. Of
course, we can snap pictures of you." And that's not just, like, license plate readers. Facial
recognition technology... A lot of police departments now are experimenting with drones
because, if you have a drone, you just basically have a police eye in the sky, potentially,
hours a day, 12 hours a day, 24 hours a day... Prior to Chatrie, you could say, "Well, why
do you have any protections against that?"

ROMAN MARS: Yeah, you're in public.

ELIZABETH JOH: Exactly. But arguably after Chatrie you have the ability to say, "Well,
you can collect all of this all the time because essentially you could have drones in the sky,
365 days a year, in my community, and just collect all kinds of information about where
residents go."

ROMAN MARS: It reminds me of when cars became places to search. Is it more like your
house, or is it like being in public? It seems like a similar thing. And you have to sort of
figure these things out over lots and lots of cases over lots and lots of years.

ELIZABETH JOH: Yeah, | mean, that's kind of the problem. | mean, in a way, Chatrie is a
huge case for the reasons we've talked about today. But it opens up so many questions
that basically Chatrie has now created this industry of future cases that have to address
every single aspect of, like, how it could be applied here and applied there. And keep in
mind Chatrie, from the Supreme Court, only decided whether or not this qualified as a
search. They didn't even touch any aspects of the warrant itself. Is this kind of warrant
okay? Is it too vague? Does it even qualify as a real warrant? They kicked it back to the
appeals court. So there are still other important questions about geofence warrants that
the Supreme Court sort of declined to review, presumably because they could only get the
five-Justice majority to agree on this one thing that this does qualify as a search.

ROMAN MARS: It seems like one of those issues in which the court system, in general, is
just ill-equipped to handle technology changing at the pace that it does.

ELIZABETH JOH: Yeah, but it's the backstop against the Congress that won't do anything.
| mean, if the choice is between Congress doing nothing and the Supreme Court also
doing nothing, | would rather have the Supreme Court do something, even if it's a group of
seniors who don't really know how their phones work. | guess that's, like, a good
protection. That's a good bulwark against government overreach, right?

ROMAN MARS: [LAUGHS] Yeah. Yeah.

ELIZABETH JOH: | mean, in a way, that's what you want. "We don't get it. So why would
we expect anybody else to get it?" There's one little tidbit of irony here, and that is this very
big Fourth Amendment case turns on this geofence warrant and is essentially a case
about one company because Google is so dominant. But in fact, before the case went up
to the Supreme Court, Google announced that it would end Sensorvault. So, in fact, the
very practice that led to the Chatrie case is no longer technically possible because of what
Google has done. You can still use location history, but it actually lives on your phone. So



what Google has done is basically taken themselves out of the problem. We just can't
even give you the information, police. They've made a decision to say, "Look, instead of
responding to 11,000 geofence warrants a year, we've just changed everything in terms of
technical aspects, and go to the individual users if you want because we can't access that
information anymore," which is another strange irony because Google created the
problem. And they also did away with the problem for themselves anyway.

ROMAN MARS: Yeah. But if you are trying to get someone's data off their cell phone, you
have to know who that person is.

ELIZABETH JOH: Exactly.

ROMAN MARS: | mean, it seems pretty smart for them to turn it around this way. And it

seems like it's a better policy in general, not just for law enforcement overreach, but also
just for Google's sake. Why bother with this sort of stuff? It's your private data. Keep it on
your private phone, and let the chips fall where they may.

ELIZABETH JOH: | mean, also just from, like, a business standpoint, they had an army of
people responding to these geofence warrants every year.

ROMAN MARS: Yeah. I'm actually kind of impressed by Google figuring that stuff out. |
mean, truly, that's a good solution to the problem. It's just like, "Hey, we don't have the data
anymore. That's not what we do."

ELIZABETH JOH: Yeah, | guess in that one instance they did not do evil.

ROMAN MARS: But it seems like Flock's whole definition is to be monitoring people and
retaining the data so it can be searched. And it's not just that surveillance is sort of
rampant, it's that the searchability is so much more powerful at this point. Like, you don't
need people to look through hours and hours of tape. An Al system can do it for you
instantly. That's a real change there that | don't think anyone really anticipated either.

ELIZABETH JOH: Yeah, | mean, in all fairness, I'm not a shill for Flock or anything. |
mean, it's not Flock specifically. There are lots of license plate reader technology
companies. | think Flock just happens to be the target of this because people are sort of
coming to this moment right now where they realize, "Oh, you can use this information or
the government can use information for all kinds of purposes | totally don't agree with,
which is | don't want ICE to tap into this to drag my neighbors away. | don't want ICE to tap
into this to target women who are seeking an abortion. | just want them to not be identified
in this way." Whereas before--again, license plate readers have been around for
decades--I think people were kind of lulled into a sense of, "l didn't do anything wrong, so
why should | worry about this." But now people realize that, when it comes to all of these
technologies, we shouldn't be lulled into, "Well, the government of course needs this for
bank robberies and murders." | mean, we all agree that those serious crimes should be
solved. But when you leave it up to the government to use it for whatever crime they want
and also targeting people they don't like, then people kind of slowly get the message that
you need some kind of restraint here.

ROMAN MARS: For sure. For sure. Well, this is fascinating stuff. I'm so glad that we
talked about one of the cases that wasn't the blockbuster case but maybe will be. They're
going to have to figure this out almost every single time there's a new kind of technology.



That is really something. So, yeah, criminal procedure people like yourself are going to be
busy for a while. Thank you, Elizabeth. That was fun.

ELIZABETH JOH: Thanks, Roman.

ROMAN MARS: This show is produced by Elizabeth Joh, Isabel Angell, and me, Roman
Mars. It's mixed by Martin Gonzalez. Our executive producer is Kathy Tu. You can find us
online at trumpconlaw.com. All the music in What Trump Can Teach Us About Con Law is
provided by Doomtree Records, the Midwest Hip Hop Collective. To find out more about
Doomtree Records, get merch, and learn about who's on tour, go to doomtree.net. We are
part of the SiriusXM podcast family.



